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You are about to embark on a journey whose destination is the connection of two or
more of your computers together to share information, printers, Internet access,
and more. It is a worthwhile journey and a necessary one (especially if you want

to share a high-speed Internet connection), but it can follow a bumpy road. I hope to make
it a pleasant journey for you, or at least be your guide and prop you up when you hit the
inevitable potholes.

Enough of that metaphor.
If you haven’t read the Preface, let me explain my approach in this book. Each of these

chapters will first review some of the major issues and obstacles that you will face in
assembling various parts of your network. Then I’ll tackle what you need to do in terms of
picking the right products and setting them up properly. If something isn’t working right,
I’ll give you tips on how to troubleshoot your network. Finally, I’ll end on what you can
expect to see coming down the pike in the near future.

This chapter covers how you are going to wire your home for a network. Start thinking
about this, because your choice of wiring will affect what kind of gear you’ll buy and what
you’ll need to add to your existing PCs to network them properly.

Every network makes use of some kind of connection, and the good news about home
networking is that there are some solid products that you can buy to meet your particular
needs. The bad news has been that no one really walks you through the decision process so
you can carefully match the products and your needs.

I will. That is why you are reading this book.

Networking Vocabulary
I hated those college textbooks that spent the first chapter defining terms. To be effective,
however, I need to define a few terms that make up our networking vocabulary, so that
when I refer to them later, you’ll know what I’m talking about. Knowing these terms will
help you interpret what the computer is telling you when you install your network. Since
this book can be used by both Windows and Mac people, and since Windows and Macs
use slightly different words for the same things, I’ll indicate their differences.

✦ Client The client is the piece of software that is used to communicate over your
network. It can also be a piece of software that communicates with another program,
either on the same computer, or on another computer on your network. Typically,
clients connect to servers, which do the heavy lifting and keep track of whatever
shared resources (like files and printers) you have. Windows has several client pieces,
including the Client for Microsoft Networks. Macs have an AppleShare client. Clients
and servers also refer to the specific computer that is doing the work. The client PC
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is usually the one on your immediate desktop, connecting to the shared resources
on the server. However, these days the notion of client and server is something of
a misnomer. They are usually one and the same machine, doing two different tasks:
any Windows and Mac PC can easily become both. I can share the files on my
desktop with you, and you can share the files on your desktop with me.

If you are planning on making every machine a file server1 in this fashion, realize that a file
server is only such when it is powered-on. It doesn’t do your home network much good if you
turn off your file server PC and then try to grab files from it. Consider this in your design and
in how you intend to distribute files around your network.

✦ Adapter The adapter is the physical connection between your computer and the
network and is typically an internal Ethernet card that plugs into one of the spare
slots inside your PC. (We’ll get into other external adapters in this chapter, too.)
Windows also refers to modem connections to the Internet as “dial-up adapters,”
just to confuse things. Most Macs sold today come with built-in Ethernet adapters,
and some more enlightened Windows vendors are also including them with their
Intel-based PCs.

✦ Protocol A protocol is a communications language that connects two or more
programs together. For computers to talk to each other, they must use the same
protocol. Most languages use sound, but that doesn’t mean that someone who
only speaks Japanese can talk with someone who only speaks English just because
English and Japanese both use sounds. The same is true for network protocols. Two
computers could be hooked to the same network, but if they don’t have matching
protocols, they can’t talk to each other. For networking purposes, we make use of
at least one protocol, TCP/IP (Transmission Control Protocol/Internet Protocol).
Actually, it is two protocols that are combined for the price of one and are usually
considered together. TCP/IP is the language of the Internet, and most modern
networking systems use it in some fashion. If you follow my instructions, you will
install TCP/IP on every computer in your home network. Windows computers use
an additional protocol, called NetBEUI. Macs use their own additional protocol
called AppleTalk. Some network-based games use another protocol called IPX. There
are plenty of other protocols, but these are the main ones to be concerned about.
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✦ Service These are the pieces of software that actually do stuff, such as file and
printer sharing. Windows uses “service” in several important ways that we’ll get
to in Chapter 2, but you can also find Mac-oriented references as well.

✦ User/Owner Name This is the identity of the person who is using the computer.
Each PC requires you to register who you are when you begin using it on a network.
You can have separate and unique user names (and their associated passwords) for
every family member, but a better idea is to just use the same user name/password
combination on all of your computers. The Mac world calls this the owner name;
Windows calls this the user name.

✦ Workgroup and Computer Names Microsoft Windows requires each of its computers
to be members of a workgroup. The Mac doesn’t, but both require you to name each
of your computers so you can keep track of them when it comes time to connect to
their shared resources.

I recommend using descriptive names like UPSTAIRS, DOWNSTRS, JOHNSPC, WIN98,
MACG4, and so on. I also recommend keeping all your computer and workgroup names
short, fewer than 8 characters. Don’t use any embedded spaces or uncommon characters
besides letters and numbers.

Each home network comes with three major components, more or less. The adapter card
is inside or outside each PC, depending on the type of adapter. This provides the actual data
to the network and handles all of the physical and logical connections of your computer to
the network. The network cabling itself is the next component. If you use a wireless network,
obviously you don’t have to worry about this. (You do, however, have to worry about other
things that we’ll get to in a moment.) Finally, all of the wires attach to the hub or connector,
and that is used as a central connecting point for your network. Again, not all networks need
hubs, and I’ll tell you why shortly.

The network adapter cards2 can take one of four possible shapes. First are two kinds that
fit inside your computer, in one of the spare slots. Depending on the kind of slots you have,
you’ll either want an ISA (Industry Standard Architecture) or a PCI (Peripheral Component
Interconnect) adapter. The other two can be fitted into your computer without having to
open up the case.

One is a PC Card (also called a PCMCIA card) adapter that fits into a laptop PC Card
socket and is about the size of a small deck of playing cards. The other is a USB (Universal
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Serial Bus) adapter that attaches to the outside of your computer via a USB port. I’ll explain
reasons for buying one or the other of these adapters when we come to each situation.
Don’t worry too much about these three-letter acronyms for now. What is important is
understanding why you would need one or the other for your particular situation.

For your network to operate properly, each of these items needs to be correctly configured
and must match on all of your computers. A small mistake in a workgroup name or specifying
the wrong adapter card will prevent one of your PCs from working on your home network.

Problems
You would think that getting your home networked should be easy. You can quickly decide
on the right products to buy, and you can install them without any troubles and have
everything up and running within a few hours. Yeah, right. For most of us, this isn’t going
to happen. It is because of mistakes we make, or configurations on our computers, or how
our homes are constructed. You will come across numerous problems in your journey to
get your home connected.

If you are new to networking, you probably haven’t even thought about some of these
issues, and reading this next section might be depressing. As Jessica Rabbit said, “I’m not
bad. I’m just drawn that way.” The same can be said about your networking experience.
The more you know going in, the better your chances are of surviving and overcoming
these challenges. Let’s take a look at some of the typical problems.

Location Problem
The first issue is where your current computers are or should be located around your house.
Depending on a wide variety of circumstances, you will have an easy time to a hard time.

Let’s look at the easy situations first and then tackle the problems. If all of your computers
are in the same room, or in adjoining rooms, you are in great shape. If all of your computers
are near existing telephone jacks, and these jacks are working, and the phone wiring in your
home is in good shape, then so are you. If you have access to your attic or basement or crawl
space or inside the walls of your home (during a remodeling, for example), then you are going
to get through this networking thing reasonably pain-free.

The rest of you are going to have some problems dealing with your computers. If you
have or want to have a computer in a room without any phone jacks, or on the opposite
side of the room from your jacks, then you will have to figure out how to get wires to that
location. You might have to go through the floors, one of the walls, or the ceiling. You might
have to drill a few holes and poke some wires around.
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Drilling Problem
What if you don’t feel comfortable (or don’t have spousal design approval for) drilling
holes and running wires hither and yon around your house? Even if you did, that still
might present more of a challenge for you than you are ready to take on. It isn’t just drilling
the holes, but understanding how much cabling you’ll need, and what kind, and how to
attach the right kinds of connectors on either end once you get finished poking it through
your walls and floors. Another way is called wireless networking. But that isn’t a piece of
cake, either.

Wireless Problems
If you can’t or don’t want to wire your home, and you don’t have many telephone jacks
located in the places where you’d like your computers, choose wireless network products
for your home network. They offer the same convenience for hooking up computers that
cordless phones offer when you need to reach out and touch someone. The wireless
networks make use of radio waves to transmit data to and receive data from one computer
and another. Various issues surround the use of wireless networks. Wireless networks may
work just fine in your home. They may be impossible to get working. You don’t know until
you get the products home and start fooling around with them.

Depending on the type of home construction you have and where you locate your
computers, you may be in for more trouble than you expected. The radio transmitters and
receivers that are part of wireless networking products work relatively well on most homes.
You won’t be sorry that you suffered through some of their peculiar problems when you take
your laptop out by the deck or pool or down the street to surf the Internet and read your
e-mails. But when they don’t work, they can consume endless hours of fiddling around.

The “S” family residence is a good case in point about wireless hell. Their house is an
old stone mansion that has walls several feet thick. They had computers in their basement,
which is the hardest place in such a home for radio signals to reach. They weren’t able to
penetrate their thick walls and establish a connection, even though the overall distance that
the signals had to travel was about 25 feet. It didn’t help that the basement computer was
smack against a wall and under a huge desk. The more mass in between your radios, the less
signal will get through.

Wiring Type Problem
If you want to wire your home for networking, you can choose among several major types
of cabling that can handle the Ethernet network protocols and products. If you were lucky
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enough to have your computers near phone jacks, you can make use of a special type of
networking called PhoneLine that we’ll get into in a moment in the solutions section. But
if your phone wiring doesn’t go where you want your computers to go, then you’ll have to
consider one of the Ethernet wiring schemes.

Twisted-pair, also called 10BaseT wiring, is something like your telephone wiring. Thin
Ethernet, which takes the form of coaxial (coax) cabling, is similar to your cable TV cabling,
called 10Base2. Another wiring scheme is thick Ethernet, also called 10Base5 or attachment
unit interface (AUI) cabling. Finally, 100BaseT wiring runs at slightly faster speeds than
10BaseT and is supported by most of the Ethernet adapters and hubs available today.

Each Ethernet wiring scheme is incompatible with the others, and once you pick the wiring type
you must, I repeat, must, choose an Ethernet adapter that has that particular type of connector,
unless you want to buy additional gear to convert one form into another. The one exception is
that category 5 wiring can be used to support both 10BaseT and 100BaseT networks.

The coax connectors look very similar to the kinds of connectors you’ll find on the back
of your TV set and are called BNCs (for bayonet nut couplers,3 if you must know). The
10BaseT connectors look similar to the telephone jacks in your walls (although they are
different) and are called RJ-45s.4 The AUI connectors don’t look like anything else you’ll
find on your computer.

Which one do you choose for your home network? I’ll give away the answer here
(10BaseT), and then explain why in the “Solutions” section.5

In addition to the Ethernet choices, another network topology called token ring exists.
Its popularity, fortunately, is declining, and we can safely ignore it for home networking
purposes.6
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3 Some debate exists on what the acronym BNC  really stands for. I’ve heard “British Naval Connector,”
“Baby Neill Concelman” connector, “Bayonet-Neill-Concelman” connector, and others.

4 The telephone jacks are called RJ-11 and use four wires. The Ethernet jacks for 10BaseT networks are
called RJ-45s and have room for eight wires. The “RJ,” by the way, means “registered jack.”

5 Several additional cabling types for higher-speed Ethernet networks are available, but for simplicity
and to make this chapter readable, I don’t get into them here. If you want to get into the relative
merits of these different Ethernet technologies, I suggest you read a more advanced networking book,
such as Networking: A Beginner’s Guide by Bruce Hallberg (Osborne/McGraw Hill, 2000).

6 In the early days of networking, say, the mid-1980s, token ring networks were all the rage. IBM and
numerous other vendors backed them. However, their Ethernet cousins soon outstripped token ring
products. Today only a few networks of some large IBM accounts like banks, hospitals, and insurance
companies use token ring. A third variety of network, ARCnet, has also come and gone, just to be
complete here.
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Windows 95 Problem
Wiring isn’t your only problem. You are going to have some headaches if you have
a Windows 95 computer in your home. Windows 95 is incredibly difficult to network,
mainly because it is such an old operating system that much of the networking gear
currently sold doesn’t really work with it. If you can upgrade your PC to a more recent
version of Windows, even Windows 98, you will be much better off. If you can’t, prepare
to have some major headaches.

How can you tell which version of Windows you are running? Bring up the Control
Panel, go to System, and compare what is shown in the upper-right corner with Table 1-1.

If you have the original Windows 95 (the 4.00.950 version), you are likely to have some
problems with at least one of the products recommended in this book, and probably more.
Think about upgrading to a newer version, if you can. If you have the later version, Windows
95B, you might be able to squeak by.

Why will you have problems? Mainly because the latest network adapters don’t always
support Win95, and when they do, they have all sorts of quirks that you must deal with to
get them installed properly. The later versions of Windows do a much better job of automatically
detecting and handling the variety of network adapters you’ll fit inside your machine. Note
that there are two versions of Win95: a more recent version, sometimes called Win95B, has
networking improvements, but still isn’t as capable as later versions, such as Win98.

If your computer has at least a 400-MHz Pentium and 128MB of RAM and a 6GB hard disk,
then it should be able to handle a new operating system such as Windows XP or Windows ME.
If you don’t have this kind of machine, try to find a copy of Win98.
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Windows 95 (original) 4.00.950
Windows 95B 4.00.950b or 4.00.1111
Windows 98 (original) 4.10.1998
Windows 98 Second Edition 4.10.2222 A
Windows ME 4.90.3000
Windows 2000 Professional 5.00.2195
Windows XP Home/Professional 5.01.xxxx

Table 1-1. Windows Version Information
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Old Mac Problem
All newer Macs, like the iMac or the G4, come with built-in 10BaseT Ethernet adapters.7

You may have an older Macintosh that doesn’t come with a built-in network adapter.
Macintoshes are incredibly easy to network, provided that you have a Mac that comes
with an Ethernet or wireless adapter. If it doesn’t, then you will face the same problems
that the Windows folks have to deal with as a matter of course. You’ll have to locate the
special slots for your adapter and make sure you purchase the right kind for your particular
Mac. This isn’t insurmountable, just one more thing to deal with while you are trying to
get things working.

You could have problems with your new Macs as well. If you want to mix old and new
Macs on your network, you might have trouble finding a common wiring scheme that will
work for both without buying some additional pieces to connect them. While the newer
Macs come with Ethernet built in, they also do not come with LocalTalk, the system used for
the older Macs, built in. If you want to take advantage of using PhoneLine wiring instead of
ordinary Ethernet, you’ll have to purchase network adapters for this system.

Under-the-Hood Problem
I have some bad news. Not all adapter cards will fit in all slots of all computers. In an ideal
world, every PCI-type adapter card would work in every PCI-type slot, but that isn’t the
case. There are various subspecies of PCI slots, and, unfortunately, you don’t know if
you’ve picked the wrong one until you open up the machine, put your adapter card in the
slot, and then try to get everything working.

To make matters more troubling, some PCs have different types of PCI slots in the
same machine. This means you could get your network card working if you moved it over
one or two positions. Why do vendors make this stuff so complicated? I won’t go into the
differences between PCI slots here. But you have been warned.

Some of you may not have the skills necessary to be comfortable opening up your
computer’s case and fiddling around with its innards. In that case, you have to purchase
a special adapter that connects to its USB port.

If you are running Windows 95, you are out of luck, because Windows 95 doesn’t support USB
connectors. If you have a computer made before 1997, probably no USB ports came with it.
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Other solutions besides USB have thankfully fallen by the wayside, or as my Internet
friends say, have been “eclipsed by events.” These products attached to your computer’s
parallel printer port and connected to either a wired 10BaseT Ethernet or to the AC power
lines of your home. Neither was appropriate for home networks—parallel port adapters
because they were too expensive, and AC power lines because they were unreliable. If you
have come across either of these products, and you have a computer that is too old to make
use of USB, and you are desperate and too cheap to buy a new PC, then by all means try
them. Just don’t call me if they don’t work, and don’t expect much from them when they do.

I have confined my discussions of networking to the process of physically connecting
all of your computers around your home. Many challenges lie ahead, even once you get
the wires (or wireless) products that you need. We will get to these issues in subsequent
chapters. First, let’s figure out what you need to purchase to solve these problems and match
up the right kind of gear with your situation.

Solutions
Before we can attempt to solve any of these problems, you need to answer a few basic
questions posed in Table 1-2. Start at the top row, work your way down until you get to a
situation number, and then read the text under that situation. If you have more than one
situation that applies to your home, read several, or heck, read the entire section here to
get a good overview of what is in store for you.

In this chapter I don’t actually cover installing anything in your computers, other than the wires
that you may need for your network. You’ll have to wait until you get to Chapter 2 for that. You
have your hands full with wiring issues right now—focus on those.

Here’s some general advice before we discuss each of the situations. Your circumstances
may include more than one solution. If so, always pick the wired over the wireless solution.
Network wiring is inherently more predictable and stable than wireless, if you compare
products of similar features and quality. The nature of wireless communications means
wireless is always a dicey proposition. You may have all sorts of radio noise in your home
that could make it difficult to get a wireless network established properly. The wireless
networks use the same frequencies that a lot of things around your home use. For example,
your cordless phones and your network could interfere with each other. It’s best to use the
wired choices when you can.
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You might know someone who is handy with home wiring, whether it is alarm systems,
telephones, or cable TV wiring. If you don’t mind paying this person to do the job for you,
then use standard Ethernet cabling and hook up your computers that way. This will always
be a superior solution, and if your Cable Guy understands how to assemble a proper Ethernet
cable, then it is well worth your while to pay for this kind of service.

To see how one family solved their wiring needs, check out Appendix C and the case
study of the Chalstroms’ Annapolis home. They took advantage when building their new
house to specify locations for wiring. It’s a good example of what is involved if you wish to
wire your home for more than computer networking, to include telephones and cable TV.

Earlier, I mentioned that network adapters come in three basic varieties. So what do you buy?
Refer to Figure 1-1 for an illustration of how each adapter fits into the overall scheme.

✦ PC Cards Use this if you have a laptop. Just about every modern laptop computer
sold over the past decade contains slots for one or two PC Cards. This is probably
the best solution, but it is also the most expensive adapter you can purchase.
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Question If the Answer Is Yes If the Answer Is No

Are your PCs located near
existing (and working)
telephone jacks?

Situation #1 (PhoneLine
networking)

Continue below

Do you have the carpentry
skills and spousal design
approval to run wires and drill
holes around your house?

Continue below Situation #2 (wireless USB)

Are you running Windows 95? Situation #3 (replace with
new PC)

Continue below

Do you have any Macs? Situation #4 (Mac networks) Continue below
Are you brave and talented
enough to open up the PC
and install a network card
and its drivers?

Situation #5 (ordinary Ethernet) Either Situation #6 (wired
USB) or #2 (wireless USB)

Table 1-2. Wiring Solutions Matrix
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✦ USB adapter If you don’t want to open up your computer, or if you want a somewhat
less expensive solution for your laptop, consider a USB adapter. You can’t use any of
the USB adapters if you are running the original version of Windows 95, unfortunately.
These are somewhat less expensive than PC Cards.

✦ PCI/ISA card This is the way to go if you feel comfortable opening up your
computer, and your computer has a spare slot that can handle one of these cards.
This is the usual recommendation for most Windows PCs and those Mac desktop
computers that don’t already come with built-in adapters. It’s also the cheapest of
the three choices. Network cards can be had for about $25–$50, and less if you
look hard and long enough for some bargains.

The two types of internal cards differ. What you purchase will depend on the vintage
of your computer, whether you have anything else occupying the slots inside the case that
will conflict with the ISA cards, and whether you have empty slots that you can fit one of
the network adapters in. Buy a PCI adapter, with the possible exception of a machine made
before 1997. I would choose an ISA adapter for this kind of machine.

Whatever product you purchase should state clearly whether it is PCI or ISA, and
if it doesn’t, assume that it is ISA. PCI cards used to cost more than ISA, but that price
differential has all but vanished. Finally, PCI cards are used in both Windows and most
modern Macintoshes, making them something of an advantage. (Although you’ll need
drivers for the Mac side of things because most PCI adapters don’t come with support for
Macintoshes. Adapters from Farallon are noteworthy exceptions that support both types.)

I have used adapters from Netgear, Linksys, 3Com, Farallon, Asante, Intel, and D-Link
and can recommend them all for most purposes. Does this mean that every adapter that I
have tried works on every machine? Far from it. In general, the newer the machine, the less
trouble I have had in installing an adapter. In some ancient machines, none of the newer
adapters I have used have worked, and some new machines can confuse just about anything
that I have put in them.

Of course, not every vendor makes adapters for all nine possible types of situations.
Table 1-3 covers the major vendors for both Windows and Macintoshes. (Some special
considerations for deciding on the best networking solution for Macs will be covered in
the Situation #4 section.

Netgear, Linksys, and Farallon have the widest selection of products available. You should
probably start with those three vendors’ products when supplying your network.

As mentioned earlier, don’t buy anything until you finish reading Chapter 2 and have a
good idea of what is in store for you. Table 1-3 gets you started assembling your parts list.
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We’ll discuss the specific circumstances for wireless, PhoneLine, and ordinary Ethernet in
the sections that follow.

Web sites for more information on these products include:
Apple http://www.apple.com
Asante http://www.asante.com
3Com http://www.3com.com
2Wire http://www.2wire.com
Intel http://www.intel.com
D-Link http://www.dlink.com
Netgear http://www.netgear.com
Linksys http://www.linksys.com
Farallon http://www.farallon.com
Diamond http://www.diamondhome.com
Orinoco/Agere/Lucent http://www.wavelan.com

Situation #1: PhoneLine Networking
Let’s look at the specific parts you need, summarized in Table 1-4.

As you can see, choosing PhoneLine makes things very simple: once you buy your
adapters and connect them to your telephone jacks, you are essentially done. Since phone
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Product Type Wireless PhoneLine Ethernet

Windows PC Card
adapters

Netgear, Linksys,
Orinoco

Linksys 3Com, Linksys, Netgear

PCI/ISA Windows
adapters

Netgear, Linksys,
Orinoco

3Com, Intel, Linksys,
Netgear, Farallon,
Diamond

3Com, Netgear, Linksys

USB Windows
adapters

D-Link, Linksys,
Orinoco

Intel, 2Wire, Linksys,
Netgear

3Com, Linksys, Netgear

Mac PC Cards Apple, Farallon,
Orinoco

None available Asante

PCI/Internal Mac
adapters

Apple, Farallon Farallon Built-in, Asante, Farallon

USB Mac adapters None available Farallon, Diamond None available

Table 1-3. Network Adapter Recommendations
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wiring is in every home, chances are this is a good place to start when considering how you
are going to hook up your computers.

Phone wiring typically has two separate wires to connect your telephones, one red and
one green. Take off the faceplate of one of your phone jacks, and you’ll likely see the little
wires covered in red and green insulation plastic. The colors are important, as we’ll find out
later. The nice thing about PhoneLine networks is that you can carry both data and voice
conversations over the same set of wires, and the two don’t usually interfere with each other.
Your telephone still rings when you receive a voice call, and your computers are happily
chatting away with each other, sending their data packets to and fro.

With the exception of some early Macintosh-only networks,8 before the invention of
PhoneLine networking, you needed more than these two wires to hook up your computers—
four, in fact. This is the standard Ethernet wiring that we’ll get to in a moment. Most of us
don’t have lots of spare wires running around our homes, so the PhoneLine solution is the
one to start with if you can. If you are going to use PhoneLine products, you must have the
following circumstances:

First, the same phone line is wired to every room of your home that you want to place
a computer in. For homes that have every telephone connected to the same line (or phone
number), this isn’t a problem. But if you have a second (or third) phone number in your
home, and this number only rings in your den, then you might have problems. If you have
multiple phone numbers, you need to find the one set of phone wires that goes throughout
most rooms of your home, and make sure that these are the rooms that you intend to hook
up all your computers. If not, then you either will have to add additional phone wiring, or
use standard Ethernet cabling.

You can purchase the right PhoneLine network adapter for each of your computers and
install the adapter properly. We’ll get into that in the next chapter.

Adapter Cabling Hub

PhoneLine adapter Uses existing telephone
home wiring

None needed, except for
Internet sharing

Table 1-4. PhoneLine Parts List

8 Early Macs used LocalTalk, which made use of two wires and could work over telephone-grade
wiring. However, they required their own wiring system and could not operate over the same wiring
that carried voice conversations.
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Use PhoneLine networking components when you can. This will work if your existing PCs are
located near working telephone jacks and if your new PCs can be connected to a phone jack.
The obvious advantage is that, for the most part, you won’t need to install any new wiring
around your home.

Two exceptions to these circumstances are as follows:

✦ You intend to connect your home network to the Internet. If you skip ahead to
Chapter 4, you’ll see that you’ll need a special hub/router device that will connect
your PhoneLine network to the standard Ethernet that is used by all cable modems
and other high-speed broadband connections. You might need to connect one of
your phone jacks to a bridge device (that has both PhoneLine and Ethernet connectors)
or to connect one of your phone jacks to one of these special hub/router devices.

✦ Your phone wiring isn’t up to snuff. How do you know this going into the project?
Unfortunately, you don’t. You might have very old phone wire in your walls that is
good enough for voice conversations but not good enough for supporting your data
networking needs. Sadly, you only find this out when you hook up everything. If
you live in an old house and you have had trouble with your phones in the past, this
is not a good sign. If you have very long runs of phone wiring (several hundred feet)
or live in a very big house, chances are the PhoneLine products won’t work well.

If you have a fair number of new Macs with built-in Ethernet adapters, they won’t work
with PhoneLine networks, and you will have to buy a USB or internal PCI PhoneLine adapter
for these units. That might be more costly than just running standard Ethernet wiring
around your home, depending on how many machines you have and where they are. If you
have mostly Windows PCs that didn’t come with any built-in networking adapter, this isn’t
an issue.

Situation #2: Wireless Networking
Let’s look at the specific parts you need, summarized in Table 1-5.

If your phone wiring is held together with chewing gum and duct tape, and you can’t
run any new wires around your home for whatever reason, then you need to think about
one of the wireless network solutions for your home. You have a lot to consider, so bear
with me as I present an overall introduction to the genre and recommend specific products
for you to purchase.

Wireless networks sound easier because you don’t need wires to connect everything.
Many subtleties, however, affect installing a wireless network correctly. Because you don’t
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see the actual connection, everything happens with software, and configuration of your
equipment becomes critical.

Wireless networking gear used to cost several hundred dollars, had lots of problems
interoperating across vendors, and was difficult to set up and configure. Each of these issues
is thankfully past, although getting a wireless network put together is still more an art form
than anything else. In this section, I’ll introduce you to the various bits and pieces of a wireless
network and review the products available.

Wireless networking products are getting better, cheaper, faster, and easier to use. That
is the good news. But before you get excited that you can hook up any computer anywhere
in your house, let’s first review some terms. (This won’t happen again. Really, I promise to
stick to the practical stuff after this.)

Any wireless network is composed of two basic elements, an access point and a wireless
network adapter card. The access point is a bridge between the wired and wireless parts of
your network. You can think of it as a transmitter that keeps all of your wireless adapters
communicating—although each wireless adapter has both a transmitter and receiver.

Some vendors make access points that are nothing more than a hollow shell of plastic; you
might need to purchase a wireless adapter PC Card to fit inside these units. (I wish I could
be more definitive here, but a lot depends on how these items are packaged. Be aware.)

Some vendors, such as Apple, make access points that do more than bridge between
wireless and wired Ethernet. The Apple ones (called AirPort Base Stations) also include a
wired modem that you can connect to your telephone line. This makes their access point
a dial-up router for your home network, so that you are able to share one telephone line
amongst your entire collection of home PCs, even ones that aren’t Macintoshes.

Some vendors have begun to incorporate access points into firewall/router/hub devices
as well, making them useful if you intend to connect your wireless network to a broadband
cable or DSL wired network. I’ll cover these units in Chapter 4, so don’t worry about them
for now. If you are considering hooking up your home to the Internet, you’ll need to consider
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Adapter Cabling Hub

Wireless adapter None needed Wireless access point

Table 1-5. Wireless Parts List

CAUTION
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these type of devices when you are purchasing your gear, so don’t buy anything until you
read that chapter thoroughly.

Besides the access point, you need a wireless network adapter in each of your PCs. What
you get depends on the kind of PC you have, just like in the wired world.

✦ PC Cards The better PC Card adapters have small antennas sticking out the
side of the card, and thus out of the side of your computer. This could be an issue,
depending on where the PC Card slots are located on your laptop. Hopefully, the
wireless adapter’s antenna doesn’t get in the way of anything that is permanently
attached to your laptop. Depending on the vendor, the antenna can be anything from
a short tab, to something like a cell phone antenna that has a telescoping extension,
to something that is integrated into the laptop. Toshiba and IBM sell several of their
laptops with these built-in wireless adapters. Nothing further needs to be added to
the computer to have it make a wireless connection. Models include the Toshiba
Satellite Pro 4600 and IBM ThinkPad i-series models, among others.

Apple has taken a middle ground in terms of integration. Their latest laptops come with
built-in antennas, but still need an additional $100 AirPort card to function on wireless
networks. For example, in the iBook portables, you need to install the card underneath the
removable keyboard to provide a complete wireless setup.

To make matters more confusing, Compaq sells its Evo line of laptops that come with
a special wireless network slot called a Multiport. Of course, you have to purchase these
special wireless adapters from Compaq or one of their resellers to fit in this spot, although
you could use standard PC Card adapters as well.

✦ PCI adapter cards Some of the wireless PCI adapter cards have room for a PC Card
adapter that sits inside the computer housing and attaches directly to the PCI adapter
itself. This is the case with products from 3Com, Cisco, SMC, and D-Link. When
you buy the PCI adapter, you also get the PC Card adapter. Some products, such as
Netgear’s NetBlaster, have externally mounted antennas with a short cable, which can
help improve reception and increase overall network throughput when compared
with those products that come with fixed, internal antennas.

You can choose from a few ISA wireless adapter solutions as well, but if you have the slots to
spare for a PCI card, go with that.
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✦ USB adapters If you don’t feel comfortable opening up your computer or if you
don’t have any spare slots, some vendors provide USB wireless adapters as well.

In addition to these terms, let’s also review the three basic types of wireless networks:

✦ A mixture of wired and wireless computers You have some people using wireless
connections and some using fixed wired network connections. You’ll need to figure
out which household members will roam about your home and property and whether
you can get by with a single access point to handle the signals to reach these places.
Placing more than one access point around your home requires some understanding
of the obstacles that will block the radio waves. The thicker your walls or the more
steel inside them, the shorter the range your users can roam. Just as cellular phones
can find “dead spots” as you travel around your neighborhood, the same is true
with wireless networks. The radio signals may be unable to reach places such as a
basement room. You can’t easily tell this ahead of time, unfortunately. For most of
you who are going to consider wireless networks, this is probably the configuration
you are going to end up with.

✦ Peer-to-peer wireless networks Every desktop or laptop user is wireless and connects
to others with wireless LAN adapters installed in each computer. Essentially no wired
parts exist on the network, and you don’t make use of an access point. This is useful
for just sharing files and printers with your various computers, but isn’t as useful for
sharing Internet access. It is a good place to start any wireless experiments, but you
probably are going to move fairly quickly from the peering model to the first
wireless/wired model.

✦ Two wired networks bridged with a wireless connection You have two different
wired network segments, separated by a street or a short distance that would be
difficult to wire. If you have several outbuildings on your property, or if you want to
connect your home to one of your neighbor’s (I have seen this happen, don’t laugh),
then this is the model for you. You will need to purchase two access points and install
them in each building. You might also need to purchase extended antenna options to
increase the wireless range between the two access points, depending on how far
apart they are.

Apple’s AirPort Base Stations don’t support this last mode, unfortunately.
Another dimension to the wireless networking world concerns the actual radio frequency

that these networks operate at. When you start shopping around for your wireless gear,
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you’ll see designations such as 802.11b and 2.4 GHz: both terms refer to the same kind of
wireless networks.

Products with these specifications are the only type of wireless networks that you should
be considering for now.9

All of the products that I recommend are the 802.11b specification. You might see some
others, most notably from Intel under the AnyPoint label, but I wouldn’t recommend their
wireless products because they aren’t 802.11b. AnyPoint products run a whole other system
that is less capable, slower, and more trouble.10

These 802.11b wireless products are especially useful if you have a laptop and frequently
travel. A number of American and European airports have begun to install wireless networks
around their terminals, making it easier for you to get connected when waiting for your
flight.11 See Table 1-3 earlier for my specific recommendation of products. Purchase the
adapter and wireless access point from the same vendor if you want to keep your life easier.
This means if you have a mixture of Windows and Macs, you should buy your access point
from either Apple or Farallon’s NetLine Wireless Broadband Gateway. The Apple Base Station
needs to be configured with a Mac. The Farallon, along with similar products such as the
SMC Barricade and the 2Wire, makes use of a web browser to set it up.

A combination PhoneLine/wireless access point/firewall/router is the 2Wire Home Portal
100W. It only has one wired network port, however. If you want your access point to connect
to more than one wired device, such as a print server, wired Ethernet PCs, or possibly a
cable modem, then look into products such as SMC’s Barricade Wireless router, 7004WBR.
It has a three-port hub in addition to the wireless access point, and firewall features.

Don’t worry if you don’t know what a firewall is yet. We’ll cover these features in
Chapter 4. Don’t buy anything for your wireless network until you read that far and
understand how your wireless access point will interact with the rest of your network.
Chapter 4 also describes Internet access issues, which can be important in determining
which access point you end up purchasing.
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9 As you can imagine, a wide range of radio frequencies and wireless network types besides the
802.11b/2.4-GHz products are available. Some 802.11a products operate at 5 GHz and won’t necessarily
work with the 802.11b ones. Some products that go by the name “HomeRF” are an entirely different
world. A good reference source for more details can be found here:
http://www.proxim.com/wireless/whiteppr/wlangde.shtml

10 The Intel products use HomeRF specifications, which aren’t compatible with 802.11b. A third home
wireless specification, called Bluetooth, doesn’t really apply to network situations, but I mention it
just for completeness here.

11 If you need to find a wireless Internet connection when you are on the road, check out this resource.
For a small monthly fee, you can subscribe to MobileStar’s publicly available wireless Internet
locations at many airports and hotels: http://www.laptoptravel.com/wireless
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Don’t think that because you are designing a wireless network, you should plan on all of your
PCs to hook together wirelessly. I would advise against this approach, since if something goes
wrong with your wireless network, you have no other recourse. A better idea would be to locate
the wireless access point near one of your computers, so that you can connect them via a wired
Ethernet cable and make use of this computer for troubleshooting purposes if something should
go wrong with the wireless network.

Each wireless access point has at least one wired Ethernet 10BaseT port on it. (The SMC
unit has four ports, and the Farallon device has two.) This means that the access point acts
like a bridge between the wired and wireless devices on your network. If you want to hook
up more than this number of wired devices, you’ll need to connect your access point to a
standard wired Ethernet hub.

Apple’s Base Station also includes a wired modem, as mentioned earlier. This means you
can connect your home network to the outside world without having to make use of a cable
modem or other higher-speed service. If you have several family members who do lots of file
downloading and game playing, however, they will quickly become dissatisfied with sharing
any dial-up service. If you want to use America Online, you can’t with this setup.

Situation #3: Buying a New PC with a Network Adapter
Preinstalled
Let’s look at the specific parts you need, summarized in Table 1-6.

If you read the computer trade and enthusiast magazines, you get the feeling that you
are the last person on the planet who is running an older operating system version. Yet you
are not alone and indeed are probably in very good company. Most of us don’t like messing
around with our computers. As long as they continue to work and run the programs we
have on them, without crashing too frequently, we will continue to run whatever version of
operating system originally came with it.

When it comes to networking, running an old OS can be trouble, particularly if the version
predates Windows 95 or MacOS version 8.5. These older versions don’t hold up well when it
comes time to mix and match with the current stuff available from Microsoft and Apple.
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Comes included with new computer Depends on the situation Depends on the situation

Table 1-6. New PC Parts List
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If you have one of these moldy oldies, consider buying something new to start your
network or to augment other more recent machines at home. If you do buy something new,
consider buying a machine that comes with a networking adapter built in. All new Macintoshes
come this way, with a 10/100/1000BaseT wired Ethernet connector, and some of the Mac
laptops come with half of the wireless Ethernet adapter already fitted inside the machine as
well. Most of the Sony desktops come with wired 10/100BaseT Ethernet adapters, and all
laptops either come with Ethernet connectors or can be easily upgraded to include an Ethernet
PC Card adapter, too.

If you order your PC online, from Dell, IBM, Gateway, and other major vendors, you
can choose your particular kind of networking adapter, such as a standard 10BaseT adapter,
wireless, or PhoneLine adapter. Whatever it is, the moral of this story is to try to purchase a
new PC with the appropriate networking hardware included, so you don’t have to mess with
it later on.

Situation #4: Mac Networks
Let’s look at the specific parts you need, summarized in Table 1-7.

In this book, I attempt to cover both Windows and Macintosh computers, because I
believe that many of our homes contain a mixture of both computers, especially as Macs
become more popular for home-based video and graphic arts functions. So if you already
have an older Mac and want to hook it up to your network, or if you want to get a new Mac,
then this approach is for you.

The older Macs may or may not have a built-in 10BaseT adapter, depending on the particular
model you have. So many variations and shapes and sizes exist that it is difficult to provide
any general direction. First, read the information about older Mac models and what Ethernet
adapters are available for them at http://www-commeng.cso.uiuc.edu/nas/nash/mac/
ethernet.mac.html
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New Mac: 10/100/1000BaseT comes
included
Older Mac: separate purchase required

Depends on situation Depends on situation

Table 1-7. Mac Parts List
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If you want to hook up older Macs to a wired Ethernet network, you have a good chance
of finding an adapter that will work. Asante’s Mac Products Guide on their web site covers
the various models and which of their adapters will work inside of which Macs (http://www.
asante.com/products/adapters). You might have to take out an internal modem card and
replace it with your Ethernet card in some models. (This means you will lose the ability to
have any dial-up access to the Internet, as well as to use this modem for faxes, but you can
replace the internal modem with an external modem if this is an issue for you. If you intend
to connect your home network to the Internet anyway, the lack of dial-up access isn’t really
a problem.)

Some of the older desktop Macs used a different internal circuit card standard called
NuBus, various Ethernet adapters are still available for these computers. Other older Macs
came with a built-in Ethernet connector, although it wasn’t a 10BaseT connector. You’ll
have to get an adapter cable (called Apple AUI) to convert this into 10BaseT, available from
Asante and others.

If you have more than one old Mac that doesn’t have any Ethernet connector, then you
can purchase a bridge device from Farallon and others that will go from LocalTalk (the older
networking scheme used by these computers) into wired Ethernet.

If you are designing a wireless network, you are going to have problems, unless your
Mac can use a PC Card wireless adapter. If it isn’t a model of Mac laptop that comes with a
PC Card slot, you are out of luck if you want a completely wireless network. You can still
use the LocalTalk/Ethernet bridge mentioned earlier, but that involves some wiring.

Finally, if you desire a PhoneLine network, you will need to have either a USB or PCI
slot to connect one of the Farallon PhoneLine products. If your Mac doesn’t have one of
these (which is likely, given that most Macs with these requirements are the newer models
that also have built-in Ethernet connectors), you’ll have to outfit your Macs with Ethernet
adapters and then buy an Ethernet-to-PhoneLine bridge, like the Netgear PE102 model or
Farallon’s HomeLine Ethernet Adapter.

As I mentioned in the previous situation, all current Macs come with built-in network
adapters for wired Ethernet. That makes your job a lot easier, especially when you turn to
Chapter 2 and have to install the software to network these computers. You have almost
nothing to do at this point.

If you want to connect these newer Macs to a PhoneLine or wireless network, you have
to buy some extra parts. Most of these modern Macs come with USB and PCI slots, or both.
Your best choices are from Apple, if they sell the particular part you need, or from Farallon
or Asante.
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With additional adapters, I recommend upgrading your operating system to at least Mac
OS 8.6. Apple recommends OS 9.0.4 for using AirPorts and other wireless products. Older
versions of Mac OS used a less-capable networking schema called MacTCP. Newer versions
have TCP/IP built into the operating system and are a lot easier to deal with. (You’ll see
how in the next chapter.)

Situation #5: Standard Ethernet Adapters
Let’s look at the specific parts you need, summarized in Table 1-8.

As I mentioned earlier, the type of Ethernet cabling that you are going to install in your
home is going to be 10BaseT, otherwise known as twisted-pair Ethernet. This is the most
flexible, the easiest to troubleshoot, and the least costly of the three cabling types. It is not
the easiest of the three to install, but is the most reliable once you get it going.

Yet if you are reading this section, you have had problems with your phone wiring, or
you are reluctant to get involved with wireless networks, you are just conservative and
want the best possible wiring system, no matter the cost or the hassles. Perhaps all of your
computers are located in one room, or so close together, that it makes sense to use standard
Ethernet wiring.

Having run networks for years on Ethernet, I am most comfortable using it—with good reason.
Once you take care of wiring issues, the typical Ethernet network will give you years of
trouble-free service. Though the networking protocols and schemes were developed decades
ago, Ethernet is still robust and useful enough that it will probably be around for several more
decades. It is rare to find something in the world of computers with such staying power, so
it’s worth considering.

Earlier in the chapter I mentioned the various wiring choices for Ethernet and came
down very solidly behind 10BaseT wiring. Here’s why I don’t recommend the others for your
network. Coaxial cabling is very easy to hook up a few computers if they are located in the
same room or adjoining rooms of your house. But the moment you want to run this across
several floors, you are asking for trouble. Coaxial (coax) cabling also is fairly dicey when it
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Adapter Cabling Hub

10BaseT Ethernet adapter 10BaseT category 5 cables Required

Table 1-8. Ethernet Parts List

NOTE
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breaks and can bring your entire network down at once, making it difficult to troubleshoot
a problem.

Think of those strings of holiday lights you see at the end of the year. With some of the
cheaper versions, if one bulb on the chain goes out, the entire chain is dark. That is what
having coax Ethernet is all about. 10BaseT Ethernet doesn’t have this problem, because
each computer is connected to a central hub with its own wire. If one wire breaks, only that
computer is affected.12 Also, the thick Ethernet cabling is too unwieldy and expensive for
most people to work with.

Many network adapter vendors sell products that come with multiple connectors, usually
called “combo” cards. These generally cost a bit more than cards with just the 10BaseT
connector on them, but if you feel you want to hedge your bets and buy something that can
be used in a variety of circumstances, go ahead.

Coax Ethernet is actually useful in one circumstance: hooking up two parts of your home together,
where you can’t or don’t want to run multiple cables between the two. In this case, you would
need to buy two hubs that have a coax port and put each hub in the separate wing of your
house. You would wire each computer to the hub still with 10BaseT, but then connect the hubs
with 10Base2 coax.

There are two types of twisted-pair wiring: 10BaseT and 100BaseT. What is the difference?
About 90BaseTs—only kidding. The “10” or “100” refers to the overall speed of the network in
megabits per second, a number that is just about useless in our daily lives, like an erg.100BaseT
networks do operate faster than 10BaseT ones, but not ten times faster, and usually not more
than twice as fast. In actual practice, you would be hard pressed to tell the difference.

All 100BaseT products sold today also operate at 10BaseT speeds. Chances are if you
wanted to buy just a 10BaseT Ethernet adapter, you probably couldn’t, unless you found
a used one for sale on eBay. The same isn’t true for hubs, and you can buy just 10-megabit
hubs or 10/100 hubs for slightly more money. By all means buy the 10/100 hubs when you
can afford to do so, even if the extra speed is more imaginary than real. They are usually
better products, and when you do large file transfers, you’ll want the extra speed available
with these hubs.

For the purposes of this book, I’ll treat the two as the same when I refer to 10BaseT
networks.13
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12 A good illustration of the problems with coax wiring and the advantages of twisted-pair Ethernet,
can be found at http://www.wown.com/j_helmig/tpvcoax.htm

13 Not to complicate things, but there is actually a third network speed: 1000BaseT, or gigabit Ethernet.
The current crop of Macintoshes supports these speeds, and some of the Windows adapters
do as well.
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You need to know about two types of 10BaseT Ethernet cabling: straight-through and
crossover. Each 10BaseT category 5 cable is composed of four or eight individual wires, each
with a special color code. The wires are wrapped together in pairs, which is why they are
referred to as twisted pairs. The twist enhances the electrical properties of the cabling. To
keep track of the pairs, one of the wire strands is covered in solid color insulation, while
the other has that color alternating with white. Unlike our telephone wiring, the colors are
mixed together on the same wire in an alternating pattern (such as orange/white for one wire
and blue/white for another) because the people who think of these things couldn’t come up
with eight different colors that most of us could easily distinguish.14

The difference between the two types is easy to explain, but difficult to determine just by
looking at the cabling. You use straight-through cables on almost every connection between
computer and hub. The only time you would use crossed-over cables is when you want a
network of two PCs without any hub between them. How do you know you have the right
kind of cable? When everything works fine, you have the right cable configuration. Usually,
you can only buy straight-through ones, and those are the only ones you can use.

Why four or eight wires per cable? Ethernet only uses four of the wires to do its business,
but most of the time you buy a cable that contains all eight wires. That is just the way things are.

Don’t try to save some bucks by paying for a four-wire cable. It isn’t worth it.

A final note: Hundreds of different Ethernet cards are available. Some come with just
the 10/100BaseT connectors; some come with all three connectors (and cost more). The
reputable brands are Linksys, Netgear, and 3Com, with 3Com costing more than the others.
In my opinion, the 3Com cards are usually worth the extra money. They have given me years
of trouble-free service, and the company is very good about providing updated drivers for
various operating systems.

CAUTION

14 For more detailed information about the color codes and some other discussion about wiring
technologies, see John’s Closet (at http://www.johnscloset.net/wiring). You can find another concise
source on wiring basics, including a good explanation of the various color codes and cable types, on
Linksys’ web site: (http://www.linksys.com/faqs/default.asp?fqid=20). Finally, if you want to get more
detailed information about the various cabling standards for 10-, 100-, and 1000-megabit Ethernet
networks, see Siemon’s web site (http://www.siemon.com/white_papers/ 99-12-17-demystifying.asp).
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Also, in this situation you’ll definitely need to purchase a hub for your network. You’ll
want to review Chapter 4 and make a decision on the type of hub you need. Base your
decision on the number of computers you’ll eventually have on your network and whether
you will be connecting your network to the Internet and need some kind of protection
that comes built into your hub. For most home uses, hubs are a commodity that you can
comfortably select based on number of ports and price, and not worry about the variability
of other features. Current products can use 10-Mbps or 100-Mbps speeds, older products
only support 10 Mbps.

Once you have figured out the right adapters, it is time to do the actual wiring. Skip
ahead to the “Wiring Your Home” section, and we’ll go through what you need to do.

Situation #6: Wired USB Adapters
Let’s look at the specific parts you need, summarized in Table 1-9.

If you don’t want to open up your computer and are running at least Windows 98, then
buying a USB adapter makes the most sense. In Table 1-9, I mention the three different types
of USB adapters: for standard 10BaseT Ethernet, for PhoneLine networks, and for wireless
networks. I covered the last two situations earlier; in this section, I focus on wired Ethernet
USB adapters.

The single difference between your standard wired Ethernet situation #5 and this one is
that you will buy a different part for each of your PCs. Other than that, you proceed to run
the wires around your home and connect them to a hub. With USB gear you never have to
open up your computer case and be confronted with the mass of wires and mess inside it.
Be prepared to pay additional money for this advantage.
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Adapter Cabling Hub

(1) USB Ethernet adapter 10BaseT category 5 cables Required
(2) USB PhoneLine adapter Uses existing telephone

home wiring
None needed

(3) USB wireless adapter None required Wireless access point required

Table 1-9. USB Parts List
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Wiring Your Home
Now is the moment of truth for those of you willing to wire up your homes. You first need to
decide whether you are going to buy prefabricated and terminated cables or make your own.

Up to this point, our discussions about cabling have assumed that you will use the same
cable all over your house. If you want to do a professional-quality job, you want to use two
different kinds of cabling for your network. If you go back to Figure 1-1, you’ll see icons for
cables that connect the PCs to wall plates. Also, runs of wire connect wall plates to each
other, and other cables go from the wall plate to the hub. This is how businesses connect
their computers and, while it may seem like overkill, it will prevent problems down the road,
such as when someone pulls the PC out from the wall and pops the connector off your
Ethernet cable. If you have designed your wiring system in the fashion illustrated in the
diagram in Figure 1-1, you will just have to replace the short patch cord that connects the PC
to the wall plate.15

Buy prefabricated cables whenever possible. Realize that you will have two issues. First,
you must make sure that the length of cable matches where you intend to put them in your
house. If they are too short by a few inches, you are going to have some major headaches.
Second, the terminated cables (meaning that they come with the connectors already installed)
are going to require you to drill bigger holes through your walls to push them through. That
design approval that you thought you had received earlier could quickly evaporate as your
household sees the gigantic holes you need to get your cables around the house.

Maybe you are handy enough to make your own cables. In that case, you should definitely
use the dual architecture mentioned earlier. Use wall plates and run wires between them,
and then use preterminated patch cords to connect the wall plates to either your hub or your
computers. Some of the network wall plates that are sold make it relatively easy to do this
connection. You don’t need any special tools or expertise and don’t even have to strip off the
insulation from the wires to hook up everything.

Supplying instructions on how to do this is outside the scope of this book. A number of
sites around the Internet can help, and I’d start with this one, which has detailed instructions,
along with a parts list and pictures showing you the steps required:
http://www.homepcnetwork.com/wireintro.htm

This is basically what the telephone company does when they wire your home for phone
wiring: The bare end goes into a phone jack, and you plug in a RJ-11 cord that connects your
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15 The patch cable conductors are stranded (so the cables flex well), and the wall plate–to–wall plate
cables have solid conductors (which have better electrical properties, especially at higher frequencies
and for faster network speeds like gigabit Ethernet).
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phone to the jack. While you are crawling about your basement, your crawl space, your attic,
and anywhere else that you can get to run your cables, consider the tips set forth in the
following table, taken from the Web site John’s Closet about crawling under your house.

Wear a pair of good old coveralls. They not only keep you a bit cleaner, they are also easy to slip
on and off as you switch from crawling under the house to going in to get a cold beer.
Wear one of those dust masks or you’ll be picking black boogers out of your nose for a week.
It is really hard to carry stuff around with you under there. Limit yourself to the absolute bare
minimum of tools—nothing if possible. If you have to carry some tools, try to use cheap stuff. You
are highly likely to leave something under there and you really won’t want to go back to get it.
I have best luck with a drop-light on a long extension cord. A flashlight is just awful, unless it’s
small enough to hold in your mouth.
Try to keep the dogs from following you in, as they are likely to find dead rats. Be careful to avoid
the skeletal remains of the cat that found the dead rats.

—From www.johnscloset.net

Recap: Buying the Right Hub
Since hubs seem mysterious, I’d like to review what you need to buy. If you have chosen
PhoneLine networking, then you don’t need to buy a hub—for now. You still need to
connect your PhoneLine adapters in your PCs together to the outside world, and to do this
you’ll have to either get a PhoneLine bridge to regular Ethernet, or obtain a device that
bridges the two networks in combination with other uses. But that’s for Chapter 4, where
we talk about getting hooked up to the Internet.

The same is true for wireless networks. You don’t have to worry about a hub for now,
but you will have to worry about how to connect it to the Internet.

The rest of you will buy a hub to hook everything together. Many books and networking
consultants will tell you that you don’t need a hub if all you are going to do is network two
computers. You can save about $40 if you don’t buy a hub. But why bother? Let’s just
dispense with this bad advice quickly. It’s bad advice because no sooner do you go through
all the trouble of getting your two-computer network set up than you find out you have
more than two devices to connect. What about that cable modem? That’s three. And the
printer server? That’s four. Suddenly, your little network isn’t so little.

I hope you have followed my advice and brought all your wires into your basement or wherever
the nearest phone/cable termination point is located in your house. This is where you locate
your hub.
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What should you buy? You have two basic choices: the cheapest thing possible or
something with an eye toward the future high-speed Internet connection that you most
likely will end up installing in your home. If you don’t ever, and I mean ever, plan on having
an Internet connection shared among your household, go out and get the cheapest four-
or eight-port hub you can find. (The difference in price for the extra four ports isn’t worth
arguing about, but if it will make you feel better to save a few dollars, go ahead.)

Hubs come in all shapes and sizes.16 Apart from the number of ports, some come with a
special “uplink” button or port that allows you to connect one hub to another. In case you
run out of ports, you can expand your network easily. You can do this without the special
uplink port, but it takes some effort and the right cables.

Hubs also come with switched or nonswitched ports and support for both 100-megabit
and 10-megabit networks. This doesn’t amount to anything more than marketing. Any
network running faster than 10 megabits isn’t going to make much difference to you, mainly
because the speed that you connect outside of your humble home is going to be much slower
than 10 megabits. The only reasons that justify a more expensive and capable hub are if your
household members are playing lots of network games among themselves and if you plan
on making copies of large amounts of data around your home network. For the average
household that is sending e-mail and viewing web pages and writing documents, these
features don’t much matter.17

However, if you plan on connecting your home to the Internet, a cheap hub is a waste of
money. You are better off getting one of the combination firewall/router/hub devices that I
recommend in Chapter 4. So you might want to flip over there and read through that chapter
before continuing here. Just so that we are clear: these devices, which I call “frhubs,” include
more than just the physical connection of all of your Ethernet cables. They include software
to protect your home network from the outside world. If all that you are looking for is the
physical connection of your Ethernet, then buy whatever hub is convenient and in your
price range.
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16 Hubs just for USB devices are different from the networking hubs that we are talking about here.
17 If you want to read more about hubs and understand the various differences, go to Practically

Networked site (at http://www.practicallynetworked.com/networking/hubinfo.htm). They go into
much more detail and give you lots of buying and configuration advice.
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Troubleshooting
Back when I worked in the Information Systems department for Transamerica Occidental
Life Insurance Company in downtown Los Angeles, doing technical support usually meant
having an audience when you arrived at some user’s cubicle. This experience did not prepare
me for the kind of audience that I have when doing home networking support: namely,
my friends and family. At the insurance company, a user in distress would be interested
in getting his or her computer working properly, but the process by which I would do so
wasn’t as important as when they could get back to work.

With home networking support calls, the process is everything. This audience would
question why I was doing something to the computer or the phones or drilling those holes
in the wall.

At this point in your own networking process, you don’t have much to troubleshoot.
Nothing is really hooked up to anything. So let’s review some basic guidelines for when you
do get going.

When Do I Troubleshoot My Network?
Two rules of thumb apply when it comes to doing troubleshooting or any networking activity:

✦ Do any networking assembly and troubleshooting when nobody is home, or
when all of your household members are asleep. The less they know about your
activities, the better off you are. That doesn’t mean that you should schedule nightly
upgrades and intensive learning sessions. Just understand that your household will
quickly become used to having their computers working; they’ll be unhappy about
anything that you do that will interfere with their computer activities. (For example,
when you bring down a network server or fool around with some new piece of software
that takes out your protocol configuration.)

I strongly suggest doing the larger tasks, such as wiring and installing a new version of
your computer operating system, when all of your family is off at the movies. Better yet, send
them away for a few days to visit your in-laws, so you can have some quality time home alone:
just you, your network, and a few hours of frustration while you try to figure out why
something doesn’t work. There is nothing like trying to debug a network problem when
your family is bugging you to get it working so they can finish their homework, check their
e-mail, or send a quick message to their friends. If you can’t send your family away for an
extended vacation, then I strongly suggest that you do not attempt to do any installation
right before the dinner hour, unless you want to further raise the emotional stakes involved.
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✦ Remember that your voice telephone service is a critical application for your
family. Anything that you do that will mess up your phone service will create all
sorts of bad news and create it quickly. This includes connecting any PhoneLine
devices. While they are supposed to work and not interfere with your voice service,
I have seen situations where they don’t and do.

I Can’t Get My Cables Fabricated
While detailed instructions on what to do about making your cables and getting them
tested are beyond the scope of this book, I strongly recommend Leviton’s troubleshooting
guide, which can be found at http://www.levitonvoicedata.com/learning/wiring.asp

Also, numerous places will sell you lengths of cables, either preterminated or bare end,
to your own specifications, including different colors.

BlackBox.com, 877-877-2269, is a good source for information about making cables;
DataCommWarehouse.com, 800-397-8508, is another. They both will send you thick printed
catalogs for free that describe their many products, including hubs, network adapters, cable
crimping tools, and other odds and ends. I strongly recommend using prefabricated patch
cables for connecting your computers to the wall outlets whenever possible.

Futures
The good news is that USB and PhoneLine products are getting better and more mature,
making it easier for just about everyone to install a network without having to deal with
a traditional internal Ethernet adapter. The bad news is that there will continue to be a
confoundingly long list of various choices for buyers of Ethernet adapters. Also good news
is that both Windows and Mac OSes are getting better at recognizing a wider range of
networking products and making it easier for you to install the network because it is now
part of the operating system (more recently for Windows than Macs).

Wireless products are also becoming cheaper in price and better in quality, and the price
gap between wired and wireless will continue to drop. I continue to hope that more PC
vendors will include networking adapters with their Windows machines, something that
can only help you as the new home network grows.

But you don’t really have a home network yet. All you have is a bunch of wire in your
walls (or a wireless design plan). Let’s move to the next chapter, start to hook up things,
and get your network fired up.

SURVIVAL
TIP
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